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1
Decision/action requested

New clause of protection over SCP internal network interfaces.
2
References

[1]
3GPP TS 33.522 
3
Rationale

On top of the current TS 33.522 [1], this pCR proposes to add a test case for the SCP-specific security requirement “the SCP shall provide confidentiality, integrity and replay protection for its internal communication over SCP internal network interfaces”. 
Although the solution for protection of SCP internal interfaces does not need to be standardized and is implementation specific, it is deemed necessary to add a test case to ensure that the protection is indeed provided by the SCP so as to counter the potential threats as proposed to be added in 3GPP TR 33.926 "Security Assurance Specification (SCAS) threats and critical assets in 3GPP.  
As the SCP is exposed to the threats on internal interfaces mainly when it is deployed distributed, a note is added to indicate the specific scenario for this requirement to be tested. As the product design of SCP for distributed deployment is not clear so far due to the early stage of SCP implementation, the details of the test case are left to be defined later.
Input related to CR to 33.926
4
Detailed proposal
*************** START OF CHANGES
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*************** NEXT CHANGE
4.2.2.x
Protection over SCP internal network interfaces
Requirement Name: Protection over SCP internal network interfaces
Requirement Reference: TS 33.501 [3], clause 5.9.2.4 

Requirement Description: 

"The SCP shall provide confidentiality, integrity and replay protection for its internal communication over SCP internal network interfaces".
Threat References: TR 33.926 [x], Unprotected Internal Interfaces of the SCP
NOTE: The following test case only needs to be conducted when the SCP under test is deployed in a distributed model.
Test Case: 

Test Name: TC_SCP_INTERNAL_INTERFACE_PROTECTION
Purpose:

Verify that the SCP under test provides confidentiality, integrity and replay protection over its internal network interfaces for the internal communication.

Procedure and execution steps:

TBD
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